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THE CONUNDRUM

USABILITY ¢y SECURITY

YOU CAN HAVE ONE :)



OPEN WEB APPLICATION
SECURITY PROJECT

* A set of best practices and recommendations
around making web applications more secure

» General database of common vulnerability vectors

» A good place to keep yourself up-to-date on
security

Not a Bible™



INJECTION

HI, THIS 1S

YOUR SON'S SCHOOL.
WERE HAVING SOME
COMPUTER TROUBLE.

N
DID YOU REALLY
NAE YOUR SON

Robert'); DROP
TABLE Students; -~ 7

~ OH. YES. LITT,

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY

%4

E

RBOBBY TARLES,
WE CALL HIM.

WELL WEVE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
: TOSANMIZE YOUR
DATABASE INPUTS.

xkcd.com




WHAIT NOT 1O DO

// $ POST['login'] = "login";
Spdo->query( "'SELECT * from users WHERE login={$ POST[ 'login']}
AND password={$ POST['pwd']1}");

// $ POST['login'] = "' OR 1=1; --";
$pdo->query (" SELECT * from users WHERE login='{$_ POST[ login']}’
AND password='{$ POST[ 'pwd']1}"");

// $ POST['login'] = chr(0Oxbf) . chr(0x27) . " OR 1=1; --“;
// O0xbf27 + addslashes() == 0xbf5c27 == &%e + "'"
Spdo->query("SELECT * from users WHERE
login="" . addslashes($ POST[ 'login']) . "'
AND password='".addslashes($_POST[ 'pwd']).""");

Spdo->query (" "SELECT * from users WHERE
login='" . $pdo->quote($ POST[ login']) . "'
AND password='".Spdo->quote($ POST[ 'pwd '])." "");

http://hakipedia.com/index.php/SQL_Injection



PREVENT INJECTION

* FOr databases use prepared statements
* White list inputs whenever possible

» Sanitize inputs (use filter extension)

* Don’t trust and always verify!



BROKEN AUTHENTICATION &
SESSION MANAGEMEN T
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MITIGATION

» Enforce strong password policy

* Require periodic reset of password

« Use 2 factor authentication

BREIE Ot and secure flag on cookies
- Don't forget about auto-logout

» Don't neglect falled-login detection & tracking



BEDSION SECURER

Don't trust new session 1ds
S Ol regenerate i1d{(truej

s on.use strict mode (3¢5 E.

Use unigue session names (not PHPSESSID)

Only use httpOnly cookies

B e tille randomhness for session 1ds



BEROSS S E SCRIP TING =SS

Attacker posts content that
contains embedded JavaScript
that is stored by vulnerable

application. User visits the compromised site
that transmits expected content
along with injected script

¢

User’s browser renders the page
and executes injected script

Q?p

\§\\‘\)\\\\\\‘k\\\\‘k\\\\‘k\\\\‘k\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\‘Ql\\\\\\\\\\\\\\\\‘.

User’s data is transmitted to the attacking party



FROTEC T YOURSEERS

Use filter extension to filter inputs

Ensure that outputs are H ML encodea

on't reinvent the wheel

Don't consider any part of the

S )

request as being “safe




INSEC URE DIRECT OBjECES
REFERENCES




PREVENTION

Low level access controls
Prevent user input in file/URL access commands

No unsanitized input to execution commands
(escapeshellarg () forarguments)

Non-white-list input shouldn't dictate logic



SECURITE
M\SCONF\GURAT\ON




FIORE SPECIFICATES

» Usage of default, un-secure settings

» Not disabling inrtial accounts (especially those with admin rights)
* Failure to apply latest security patches

* Leaving un-used functions/modules enabled

 Exposed error handling

 Keeping “upgrade’ scripts In accessible directories



PREVENTION > CURE

» Perform periodic securrty checks using automated tools

G CODE ANALYSIS
AR

e SRERINAL VULNERABILITY SCANNERS

https:.//www.owasp.org/index.php/Category:Vulnerability_Scanning _Tools
http://sectools.org/tag/web-scanners/

R RO PACKAGE SECURITY CHECKS



SENSITIVE DATA EXPOSURE




BLOME EXAMPEES

* £xposed PHP error messages

* Non-web related files stored inside web-root

» Application version exposure

» Un-encrypted sensitive data storage

* Not using SSL



MISSING FUNCTION LEVEL
ACCESS CONTROL

YOU SHALL

NOT PASS



W T

Valid input processing without access controls

Reliance on hidden fields for record identifiers

Decentralized access control layer

JavaScript driven access controls



CROSS-SITE REQUEST
FORGERY (CSRF)

Attacker tricks the user into following a link to a trusted site with vulnerable payload @
T,
\g L >

Y

User visits the compromised site

] : : that renders desired content along
User’s data is transmitted to the attacking party with compromised payload
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PREVENTION

* Don't perform data changes on GET

» Use secure (csrf) tokens for POST

* Dynamic Field Names



USING COMPONENTS WITH
KNOWN VULNERABILITIES

» Using old vulnerable software

» Not keeping libraries up-to-date
*cough*OpenSSL*cough™

* Forgetting to update JavaScript libraries



g = 8C .-

 On server do routine checks for software with
known exploits

- Keep libraries up-to-date

» Compare utilized software versions to those listed
on http://cve.mitre.org/



http://cve.mitre.org/

BINVALIDATED REDIRECHS
AND FORWARDS

* Header Injection

ONEDOES NOT
» JavaScript Parameter Injection SIMPLY?

3«'.

B elanee on H I [P REFERER

IGNORE OPEN REDIRECTS



BREAK



AU IHENTICATION



REQUIRE STRONG
PASSWORDS

» Require password length of 8 characters

R Ehiece iPassword Complexity (3 of 4 rules):
+ At least one upper-case letter
+ At |least one lower-case letter
At least one number

» At least one special (non-alphanumeric) character



BUT EVEN THAT IS WEAK..

TOP 15 BASE WORDS USED IN LINKEDIN PASSWORDS

 Rainbow lables

10,000 20,000 30,000 40,000 50,000

o

linkedin 46,193

» GPU optimized hash guessing s o

@

@

jack 7258

blue l—— 7234

JOhN e 6576 @
Mark |pe— 5525

mike p— 5424

ChIiS e 5050

NICK  jme 4751

® AWS [ paul 4499
) PasSWOrd e 4486

©

= Can this be connected
to Linkedin?

Information & statistics by: Infographic & ldeas by:
Jealemi Gosasy (@ymgosney) Tom Kristion Tamssen
Dar Theeshaim /@thaeshaim —



BECURE PASSWORD HASHIES

$password = "@foolBar#";

$passwd = crypt($password,
"2y .
'$10%°' .
bin2hex(fread(fopen("/dev/random”, "r"), 32))
i,
)

if ($passwd === crypt($password, substr($passwd, 0, 29))) {

} else {

}

This will generate a password hash 60 bytes long



B 0.0+ MAKES RIS SIHMIFES.

$hash = password hash($password,
PASSWORD BCRYPT,
[ 'cost' => 10]

)

if (password_verify($password, $hash)) {

} else {

}



BWED BRU | E FORCE Al TACES

* Limit the number of sequential unsuccessful attempts to 3 - 5
» After that implement one or more of the following:
» Lockout future attempts for [0-15 minutes
« Require entry of CAPTCHA for all further attempts
 Require multi-factor authentication

« SMS If you have phone number

» E-mall if you don't



BWED BRU | E FORCE Al TACES

mplement blocks for multiple falled authentication attempts

from the same IP address
* Don't use the standard “login™ and "password” form field names

 Re-authorize attempts when login Is successful from an
unknown |IP address and/or Browser:

* It possible randomly generate the field names for authentication

forms



UNPREDICTABLE FIELD NAMES

<?php

$ SESSION[' form key'] = $secret =
bin2hex(openssl random_pseudo bytes(16));
?>
<form>
Login: <input type="text"
name="<?= hash_hmac('md5', 'login', $secret); ?>" />
<br />Password: <input type="password"
name="<?= hash_hmac('md5', 'password’', $secret); ?>"
/>
</form>



PROCESSING

$secret = $ SESSION[' form key'];
$input = array();

foreach ($field names as $v) {
$hashed name = hash_hmac('md5', $v, $secret);

if (isset($_POST[$hashed name])) {
$input[$v] = $ POST[$hashed name];

}



POST AUTHENTICATION
PARANOIA

Bl lite Session Expiry [imes are enforced at 24 — SOTRAIRS

» |dle time logout after |0 mins of in-activity (JavaScript)

* For long-term session require re-authentication for key actions
B fellle’ Changes
- E-Commerce activities

* Prevent duplicate logins

http:/ /www.erichynds.com /examples /jquery-idle-timeout/example-dialog.htm



CLICKIACKING

» Make sure you have X-Frame-Options header
(with DENY or SAMEORIGIN) values

» Avoid GET method to make requests (yes, this

includes Ajax)



BRANSPOR| SECURESS

» Use HT IP-5Strict- Transport-Policy to direct browser to use HT TPS

» Does not work in IE, yet...

 Redirect to separate sub-domain after HT TP > HT TPS redirect
and restrict cookies to that domain.

Apache:

Header always set Strict-Transport-Security '"max-age=31536000; includeSubDomains"

Nginx:

add header Strict-Transport-Security "max-age=31536000; includeSubDomains";



BESSION SECURNESE



BASIC PROTTEC TICORNS

Only use cookies

ini_set("session.use_only_ cookies", true);

Ensure session ID integrity

ini_set("session.entropy file", "/dev/urandom");
ini set("session.entropy length", "32");
ini_set("session.hash_bits_per_character", 6);

Use HT TPOnly cookies for session storage

ini_set("session.cookie_httponly", true);

Set Secure session bit (when using SSL/TLS)

ini_set("session.cookie_secure", true);



AVOID SESSION FIXATION

ini_set("session.name", "unique name");

session start();

if (empty($ SESSION[' validated'])) {
session_regenerate_id(true);
$ SESSION[' validated'] = 1;



PATA ACCESS
MANAGEMEN T



TYPICAL SITUATION (PRE-MVC)



TYPICAL SITUATION
(POST-MVC)

View View

Controller

Model

ACL ACL ACL ACL
Action Action Action Action




IDEAL APPROACH




class DataModel {
private $aclRules = array();

public function __construct() {
$this->aclRules[ 'user _id'] = $ SESSION[ 'user_id'];

switch ($ _SESSION['role']) {

case 'admin’:
break;

case 'user’':
$this->aclRules|[ 'public'] = 1;
break;

case 'editor’':
$this->aclRules[ 'category’'] = $ SESSION|[ 'category'];
break;

}

public function ActionName(array $params) {
$input = array_replace_recursive($params, $this->aclRules);
$this->runAction($input);



AUDIT [TRAIL

Leaving a paper trailiis'hard work:
ime for alnap:




WHY?!

Makes tracking down user activity easier when there is a

EEeIIE ssue. . .
All kinds of uses for debugging purposes
Allows for pattern analysis for “unusual” activity detection

Creates a "revert” path, versioning on the cheap



HOW!

» Should be done at the lowest level possible to

avold creating a possibility of un-audit-able actions.
* Inside a Model

* Inside Database (via triggers)



class DataModel {
private function _ save() {
$current = $this->fetch($this->id);
$changes = array_diff _assoc($this->input, $current);

$this->pdo->beginTransaction();

if (($return_val = parent::save())) {
$this->log(array(

'user_id’ => $ SESSION|[ 'user _id'],
'when' => microtime(1),
'what' => get class($this),
'record’ => $this->id,
'changes’ => serialize($changes)

))s

$this->pdo->commit();

} else {

$this->pdo->rollback();
}

return $return_val;
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“UNUSUAL”
PATTERN ANALYSIS



WHAI DOES [T MEANY?

* [he best application vulnerabilities are the ones no
one knows about.

R EBiEeven tnose Usually require some: trial sCERfORNIE
get to

» Reviewing audit trails and access logs often can let
you spot something “unusual” before even knowing
Emat it is...



el [ ERNS [O LOOK PO

» Unusually high number of request per session

» Atypical access pattern (late at night, different
browser/IP combinations)

* Frequent accesses to same page within very short
span of time, especially so If it Is a data
modification page.




L OW (MODEL) LEVEL
INPUT VALIDATION



BREELICATION SHOULD VERIF IS
OWN INPUTS

KEEP
CALM

* Even at a model
level application

should verify AND
input for validity ALl

ANYONE




class DataModel {
private $input_config = array(
'active' => array(
‘filter' => FILTER_VALIDATE_BOOLEAN,
'flags' => FILTER_REQUIRE_SCALAR),
'login' => array(
‘filter' => FILTER_VALIDATE_REGEXP,
'flags' => FILTER_REQUIRE_SCALAR,
'options' => array('regexp' => 'I*[A-Za-z0-9 ]+%$!')),
'id" => array(
‘filter' => FILTER_VALIDATE_INT,
'flags' => FILTER_REQUIRE_SCALAR,
‘options’' => array('min_range' => 1)),
‘email’ => array(
‘filter' => FILTER _VALIDATE EMAIL,
'flags' => FILTER_REQUIRE_SCALAR),
'blog’ => array(
‘filter' => FILTER_VALIDATE_URL,
'flags' => FILTER_REQUIRE_SCALAR)

)5

public function save() {
if (!filter_var_array($this->input, $this->input_config)) {
throw new validationException('Invalid input');

}



REMO | E URL ACCESS



THINGS TO CONSIDER

* Whenever possible use the APl URL sitting behing
T Ps

* Ensure that Peer and Domain verification Is
enabled

» |t you are using cURL know what your settings

RIS,



NATIVE PHP

$url = 'https://en.wikipedia.org/w/api.php ..."';

$context = array(
'ssl' => array(
‘'verify peer' => TRUE,
// wget http://curl.haxx.se/ca/cacert.pem

‘cafile’ => '/usr/share/ssl/cacert.pem’,
‘verify depth' => 5,
"CN_match' => 'en.wikipedia.org'’

)
"http' => array(

‘user_agent' => 'My App',
‘ignore_errors' => TRUE

)5

file_get_contents($url, NULL, stream_context_create($context));



WITH CURL

$curlh = curl _init($url);
curl setopt($curlh, CURLOPT_RETURNTRANSFER, TRUE);

curl _setopt($curlh, CURLOPT_CAINFO, '/usr/share/ssl/
cert-bundle.crt’);

$data = curl _exec($curlh);

ool set CURLOPT _S5L VERIFYPEER to FAESE

BRE ol sct CURLOPT_S5L VERIFYHOST to FALSE G



Lo ]
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HANDLING




HOW 1O HANDLE THEM!

* Log all errors

» Logging should not have dependencies

» Disk 1s a good target

* 50 Is syslog

ellhere are no trivial’’ errors



DISABLE ERROR DISPLAY!

@® exhippie.com/
Warning: mysql_connect() [function.mysgl-connect]: OK packet 1 bytes shorter than expected in
/usr/home/thebaba/public_html/exhippie/includes/database.mysql.inc on line 31. Warning:
mysql_connect() [function.mysqgl-connect]: mysglnd cannot connect to MySQL...
exhippie.com  More from exhippie.com »

test.headcovers.com/

Warning: mysql_connect() [function.mysgl-connect]: Access denied for user
‘headcove_headcov'@'localhost’ (using password: YES) in /home/headcove/public_html-
test/class/clsDatabase.php on line 15.

test.headcovers.com  More from test.headcovers.com »

elementmktg.com/

Warning: mysql_connect() [function.mysgl-connect]: OK packet 1 bytes shorter than expected in
lusr/www/users/pl209/sapphire/core/model/MySQLDatabase.php on line 39. Warning: mysgl_connect()
[function.mysql-connect]: mysgind cannot connect to MySQL...

elementmktg.com  More from elementmktg.com »

wheretopark.com/
Warning: mysql_connect() [+function.mysql-connect-]: OK packet 1 bytes shorter than expected in
lusriwww/users/wedmedia/wheretopark/system/database/mysql.php on line 6. Warning: mysgl_connect()

[function.mysgl-connect]: mysqglnd cannot connect to MySQL...
wheretopark.com More from wheretopark.com »

Duck DuckGo

ini_set("display_errors"”, false);



THANKYOU FOR LISTENING
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